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Agenda

ÁDoD Vision for Assured Identity

ÁSecurity Concerns and Mitigations for Mobile 

Computing

ÁDerived PIV Credentials for ñAssured Identityò

ÁWrap-Up
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DoD Vision for Assured Identity (I)

Á DoD has issued over 2.8M Common Access Cards 
(CACs) since 2001; however, the CAC:

Á Is not practical in tactical/constrained environments

Á Is cumbersome to use with mobile devices 

ÁDoes not enable secure interoperability with mission 
partners

Á FedForum 2016 (Junô16) - DoD CIO Terry Halvorsen
stated:

ÁCAC lacks agility; will be phased out over next 2 years

ÁCAC will not be used for access to information systems

ÁContinue PKI and Multi-factor authentication using 

o Biometrics 

o Behavior-based techniques

o Personal data
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DoD Vision for Assured Identity (II)

Á Aug 2016 ïDoD IT & Cybersecurity Roadmap released

Á 2-year plan to eliminate CAC from DoD information systems

ÁDeploy authentication infrastructure to dynamically control 

authorized user access

Á Integrate commercial mobile IT capabilities

Á April 2016 ïDOD Mobility Strategy - Kim Rice, PM, 

Mobility PMO

ÁEnable Personnel to securely work in any location, over any 

device across any network

ÁAllow use of Various Devices (laptop, smartphone, tablet é)

ÁPromote availability of applications developed specifically 

for small, wireless computing devices
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Security Challenges with Mobile Devices

ÁSmall form factor makes it easy to lose, misplace

ÁDevice passwords seldom enabled

ÁMultiple channels of attack and access
ÁPoorly secured communication channels (e.g. WiFi) 

ÁComplexity and proprietary nature of Mobile OS
ÁMultiplicity of Mobile OS versions in the field 

ÁPatches and updates implemented sporadically

ÁPlethora of mobile apps 
ÁEase of quick download and use of malware

ÁDifficulty of source verification and integrity checks

ÁEase of unauthorized OS modification (e.g. 
ñjailbreakò)

* Reference: 2012 GAO Report ñBetter Implementation of Controls for Mobile Devices Should Be Encouragedò
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Mobile Device Attack Paths

ÁAttacker gains physical control of device 

ÁUser visits malicious website 

ÁUser download Apps from web (other than from 

reputable source)

ÁAttacker eavesdrops on unencrypted 

communications from device
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Securing Mobile Devices ïUser Controls

ÁMaintain physical control of device 

ÁEnable user authentication to device

ÁUse 2-factor to protect sensitive transactions

ÁLimit use of insecure communication channels 

ÁDownload Apps from reputable sources only

Á Install security software ïfirewall, anti-malware 

Á Install security updates promptly

ÁEnable remote wipe of data 

* Reference: 2012 GAO Report ñBetter Implementation of Controls for Mobile Devices Should Be Encouragedò
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Securing Mobile Devices - Agency Controls

Á Establish / Implement Mobile Device Security Program
ÁSecurity Policy

ÁUser Training

ÁDeployment Plan

Á Implement layered security for mobile device
ÁAuthentication to device

ÁCryptographic protection of data and transactions

ÁUser training and awareness of security risks

Á Implement Mobile Device Management (MDM) solution 
ïServer and Client App(s)
ÁRun in the background 

ÁRun in ñsandboxedò environment

ÁManage the security configuration of device

Á Implement 2-factor techniques 

ÁEncrypt stored data 
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What are Derived PIV Credentials? 

ÁSpecified in NIST Special Publication 800-157
ÁFinal version published December 2014

ÁA security token, implemented and deployed 
directly on a mobile device (such as smart phone 
or tablet)

Á Issued to holder of a valid PIV Card
ÁTrust derived from authenticated possession of PIV Card

Á Identity proofing and vetting not necessary 

ÁSet of PKI credentials similar to those on PIV Card
ÁPIV Authentication (for identity authentication)

ÁPIV Signature (for digital signature)

ÁPIV Key Management (for encryption)
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How are Derived Credentials Used? 

Á With secure Apps on mobile device 

Á Secure Browsing with 2-factor authentication

Á Secure email send and receive (encrypt/sign)

Á IPSEC-based VPN tunnels to agency network

Á Strong encryption of sensitive data on device

Á Sign and verify signature on digital document 

Á Currently, not for use with separate platform (e.g., laptop) 

Á Contactless connection to platform not supported 


