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ssured-fdéntity (1)

A DoD has issued over 2.8M Common Access Cards
(CACs) since 2001; however, the CAC:
A Is not practical in tactical/constrained environments
A Is cumbersome to use with mobile devices

A Does not enable secure interoperability with mission
partners

A FedForum2 016 ( J-DoadAG®Terry Halvorsen
stated:
A CAC lacks agility; will be phased out over next 2 years
A CAC will not be used for access to information systems

A Continue PKI and Multi-factor authentication using
o Biometrics
o Behavior-based techniques
o Personal data
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A Aug 20167 DoD IT & Cybersecurity Roadmap released
A 2-year plan to eliminate CAC from DoD information systems

A Deploy authentication infrastructure to dynamically control
authorized user access

A Integrate commercial mobile IT capabilities

A April 2016 7 DOD Mobility Strategy - Kim Rice, PM,
Mobility PMO

A Enable Personnel to securely work in any location, over any
device across any network

AAll ow use of Various Devices (I aj

A Promote availability of applications developed specifically
for small, wireless computing devices
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s with Mobi#lé Devices

A Small form factor makes it easy to lose, misplace
A Device passwords seldom enabled
A Multiple channels of attack and access

A Poorly secured communication channels (e.g. WiFi)

A Complexity and proprietary nature of Mobile OS
A Multiplicity of Mobile OS versions in the field
A Patches and updates implemented sporadically

A Plethora of mobile apps
A Ease of quick download and use of malware
A Difficulty of source verification and integrity checks

A Ease of unauthorized OS modification (e.g.
n) ail breako)

* Reference: 2012GAO Report MABett e rof Comwls BonMohile Beavices Bhould BeEncour aged
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A Attacker gains physical control of device
A User visits malicious website

A User download Apps from web (other than from
reputable source)

A Attacker eavesdrops on unencrypted
communications from device
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Maintain physical control of device
Enable user authentication to device
Use 2-factor to protect sensitive transactions

Limit use of insecure communication channels
Download Apps from reputable sources only
Install security software i firewall, anti-malware
Install security updates promptly

Enable remote wipe of data

D> > v Dy Dy Dy D D

*Reference: 2012 GAO Report fABetter | mplementation of Control
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A Establish / Implement Mobile Device Security Program
A Security Policy
A User Training
A Deployment Plan

A Implement layered security for mobile device
A Authentication to device
A Cryptographic protection of data and transactions
A User training and awareness of security risks

A Implement Mobile Device Management (MDM) solution
I Server and Client App(s)

A Run in the background

ARun sandboxedd environment
A Manage the security configuration of device

A Implement 2-factor techniques

A Encrypt stored data
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PIV Credentials?

A Specified in NIST Special Publication 800-157
A Final version published December 2014

A A security token, implemented and deployed
directly on a mobile device (such as smart phone
or tablet)

A lIssued to holder of a valid PIV Card

A Trust derived from authenticated possession of PIV Card
A Identity proofing and vetting not necessary

A Set of PKI credentials similar to those on P ard
A PIV Authentication (for identity authentication)
A PIV Signature (for digital signature)
A PIV Key Management (for encryption)
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With secure Apps on mobile device
A Secure Browsing with 2-factor authentication
A Secure email send and receive (encrypt/sign)
A IPSEC-based VPN tunnels to agency network
A Strong encryption of sensitive data on device
A Sign and verify signature on digital document

-': S
Derived PIV Credential R’
(on Mobile Platform) .
Connection to
Internet (e.g., HTTPS)
hro

. through Mobile
Devi
=y
User provides PIN

A Currently, not for use with separate platform (e.g., laptop)
A Contactless connection to platform not supported

ElectrOSOft Page 10 © Electrosoft 2016



